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Anhang A — SW-Flussdiagramme

START (reset)

"Bare-Minimum" Boot Loader for Secondary Loader and Application
(Secondary Loader and Application have different magic numbers and

secret keys but share optional encryption keys)

Configure Watchdog
10s - not locked

AT45DB081D
present
?

Address  Max. Size Address  Max. Size
0x00113fcO 464k 288k 224k
0x001247cO 400k 320k 192k
0x00134fc0o 336k c 352k 160k
0x001457c0 272k ) 384k 128k
0x00155fcO 208k Tl 416k 96k
0x001667c0 144k u 448k 64k
0x00176fcO 80k o

0x001877cO0 16k [%]

Internal Flash

Remove SPI Flash
code locations from
code check table

For each possible

code location in table

Read header from
intermediate storage
area

fagic numbe

matches

secondary

loader
>

Last location checked

Jump to secondary loader

Remember type,
application size and
application location

Remember type,
secondary loader size
and location

Code length
matches file length

and not too long for
destination area
2

Calculate CRC-16 of
code content (optionally
including a secret key)

CRC correct?

Code length
matches file length

and not too long for
destination area
?

Delete destination area

Copy code from
intermediate area to
destination area (optionally
encrypting content at same
time)

1
Calculate CRC-16 of
copied code (optionally
including a secret key)

No

CRC correct?

Yes

Delete source file in
intermediate storage area

Reset board
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Serial + Ethernet Loader

Started from primary
loader with watchdog
active

Force loader

input active
?

Application

present
?

Reset and RAM

0x1234 at last
SRAM short-word
address

Allow user to
remotely command
boot loader mode

during each start

START_DELAY

Magic Ethernet

reception

Set RAM pattern
(0x1234 at last SRAM
short-word address)

Application
validated
?

Start HW

1 minute timeout (causing
exception when firing)

Timers with

Command Reset

Jump to Application

Jump to Application

pattern match,
?

Initialise Ethernet to monitor
magic Ethernet reception
(MAC from OTP)

Start Timer 3s

START_DELAY

Watchdog triggered
every 100ms when

loader operating

Initialise UART

Initialise Ethernet with MAC
from OTP

LOADER_ACTIVE

1 PING received
UART reception Web server GET (inc. sub-net Web server POST
Start IPv4 DHCP and broadcast)
HTTP server I I I I
Serve fixed web page Respond to Save file to intermediate
Handle menu allowing uploads and allow IPIMAC storage area (location
LOADER ACTIVE parameter settings to be managed | I defined by user)

Disable HTTP Server

SERIAL_LOADER

LOADER_ACTIVE
Yes
' LOADER_ACTIVE )

Command Reset
after short delay to allow
web page to serve

Delete complete
application area

SERIAL_LOADER

' LOADER_ACTIVE '
' LOADER_ACTIVE ’

SREC reception

Save First Application
Date Block to Flash

Command Reset

Make a copy of the first Save Data to Application
application data block Area
| 1

SERIAL_LOADER

SERIAL_LOADER
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